

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create a /home/docs/checkouts/readthedocs.org/user_builds/teampass/checkouts/latest/docs/index.rst or /home/docs/checkouts/readthedocs.org/user_builds/teampass/checkouts/latest/docs/README.rst file with your own content.

If you want to use another markup, choose a different builder in your settings.
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Menu bar

Depending of the user role has in Teampass, the Menu bar displays icons that leads to specific Teampass features if they are enabled.

In a general manner, clicking on an icon in the menu bar will open a new page giving access to a specific feature.




User Profile

It gives each Teampass user the availability to define some specific settings related to his usage of Teampass.
To access your Profile, click on the Avatar in the top menu bar.

[image: Screenshot]

The dialog-box looks like the next screenshot.

[image: Screenshot]




Inline changes

Several settings can be changed easily, just by clicking the pen icon of the setting.

For example:

[image: Screenshot]


Tree Load Strategy

Permit to decide if the Folders Tree is loaded in one time, or sequentially.

If you have a big tree, it could be interessant to select the sequential mode for performance reasons.




Time zone

Permits to adapt the time related to your own timezone.




Language

Select the language used by Teampass.






The Tasks

Using the Profile dialog-box, you can also perform the next tasks.

[image: Screenshot]


Changing your Avatar

Select this option and select a file with your avatar (must be an image format PNG or JPG).

[image: Screenshot]




Changing your password

You may change your password. Fill in the form and validate your choice.

[image: Screenshot]

It will be requested once you will have get unlogged from Teampass.




Changing your Saltkey

You may change your Saltkey for your personal Items.

For this, you need to enter the current Saltkey and the new one.

By clicking the button Change, a script will update all your personal Items with the new saltkey. THis may take a couple of minutes if you have a lot of Items to be re-encrypted.

[image: Screenshot]




Reseting your Saltkey

In case you have lost your saltkey, you will need to reset it.

This means that you will loose all the passwords related to your personal items. Indeed there is no possible way to retreive them as the user is the owner of the Saltkey.

Reseting will permit to allow the user to restart defining the passwords.

[image: Screenshot]







          

      

      

    

  

    
      
          
            
  
Frequentely Asked Question

The FAQ page helps you with classical questions you may have.




How to set Teampass under Maintenance?


	Open Settings page

	Spot Set TeamPass in Maintenance mode option

	Enable it

	Save






I don’t see the Import button

The main reason for getting a blank/white page after installation is related include.php file.
Follow next steps to ensure every settings are correct in this file.


	Open file includes\include.php with your favourite editor






Why a blank page after installation?

The main reason for getting a blank/white page after installation is related include.php file.
Follow next steps to ensure every settings are correct in this file.


	Open file includes\include.php with your favourite editor






Line 14 @define(‘SECUREPATH’, ...)

It defines the path to the secured folder you have indicated during installation.

Be careful to not add an end slash.






	On a Windows server, it could be defined as
@define('SECUREPATH', 'E:\xampp\security\Teampass');

	On a Linux server, it could be defined as
@define('SECUREPATH', '/var/services/web/security/teampass');






Line 15 require_once ...

It loads the sk.php file when using Teampass.

It is mandatory to indicate here the correct path to `sk.php` file.






	On a Windows server, it could be defined as
require_once "E:/xampp/security/teampass/sk.php";

	On a Linux server, it could be defined as
require_once "/var/services/web/security/teampass/sk.php";









          

      

      

    

  

    
      
          
            
  
Manage the Groups

A Group contains a set of Users. It permits to ease the administration of access rights on Folders.
Indeed access rights on Folders are defined by Groups.

A good practice is to organize the Users Group by team or groups of interest.

Notice that a User may be associated to several Users Group.








Example

Let’s consider 3 Users (Us1, Us2 and Us3), 2 Folders (Fld1 and Fld2), and 2 Users Group (UG1 and UG2) defined as below:


	UG1 contains Us1, Us2 and Us3. It is associated to Fld2

	UG2 contains Us2. It is associated to Fld1



Based on this assumption, Us2 is the unique user to have access to both Fdl1 and Fld2.




Access to Group Management page

Access to the Group Management page.

[image: Screenshot]




Creating a new Group

Click the icon Add a Group

[image: Screenshot]

And fill in the form

[image: Screenshot]

About the form:


	The label is the name of the Group.

	The Required complexity corresponds to the minimum password complexity level that a User password (that belong to this Group) needs to fulfil.



The new Group is now added to the list.

[image: Screenshot]




Edit a Group

To edit, click the edition icon.

[image: Screenshot]

And edit it through the dialogbox

[image: Screenshot]




Delete a Group

To delete, click the edition icon and Confirm.

[image: Screenshot]

Users belonging to this Group will need to be associated to another Group.








Using the rights matrix

The rights matrix permits to allow or not the access of Users in a Group to Folders.

To ease its understanding, the rights matrix uses colors and icons to indicate the specific rights set for a Group on a Folder.


	Red cell indicates that the Group is not allowed to access the folder

	Yellow cell indicates that the Group is allowed to View only

	Green cell indicates that the Group has access to the Folder

	Blue cell indicates that the Group has access to the Folder but with specific restrictions



Small icons permit to indicate the restrictions in place for a Group on a Folder.

[image: Screenshot]

This matrix is very powerful and visible. As you can see in the previous screen-capture.

[image: Screenshot]




Allow access to all Items

This feature is disabled by default and is unsecure but it may be helpful.

It’s aim is to permit the Users of a Group to have the right to edit/modify all Items they have access to.
It will bypass the settings set for each Item.

Only activate this for a Group with limited Users.





To activate this, click on the icon as shown in next screen-capture.

[image: Screenshot]




Who can manage Groups

Creation, modification and deletion can only be performed by an Administrator or a Manager.

Notes:


	The Manager will only see the Group that he is associated to.

	Deleting a User Group will not delete the associated Users.







          

      

      

    

  

    
      
          
            
  
Manage the Folders

A Folder is a container for Items. All Folders are organized in a hierarchical tree like you have in a computer. Each folder can be associated to specific access rights for Users and/or Groups.

It is essential to organize the Folders in a clever way to permit an easy way to organize the access rights for your Users and Groups.




Access to Folders Management page

Access to the Folders Management page.

[image: Screenshot]




Create a new Folder

Click the icon Add a Folder

[image: Screenshot]

And fill in the form

[image: Screenshot]

About the expected fields:


	Field 1 is the label of the folder. It will be displayed to the users.

	Field 2 is the location of the new Folder in the existing Tree. Notice that the 1st one need to be created at Root level.

	Field 3 is the minimum level of complexity of the passwords created in this new Folder. Notice that the a new Item will not be created if its password does not fulfil this complexity level.

	Field 4 is the renewal period of the passwords inside this new Folder.

	Field 5 permits to force new Items added in this folder to respect the expected Complexity or not.

	Field 6 permits to force changed Items in this folder to respect the expected Complexity or not.



The new Folder created is now in the list.

[image: Screenshot]




Edit a Folder

You can at any moment edit a folder. Click the folder you want to edit and the edition dialog-box will be shown.

[image: Screenshot]

[image: Screenshot]




Delete a Folder

Deleting a Folder is done by


	selecting the Folder(s)

	and clicking the Delete icon.



[image: Screenshot]

If you confirm the deletion, then all Items inside this Folder will also be deleted.

Note that deleted Folders are not really deleted but sent to `recycled bin`.









          

      

      

    

  

    
      
          
            
  
Roles in Teampass

Teampass uses 3 roles of possible Users.


Administrator

The Administrator has to set up Teampass to fit the expectations in term of features.
In order to achieve this goal, his role is to:


	Set the expected options

	Manage the Folders (creation, modification and deletion)

	Manage the Groups (creation, modification and deletion)

	Manage the Users (creation, modification and deletion)



An Administrator can perform any kind of operation in Teampass except working on Items.

The Administrator is often a member of IT team.

Notice that the Administrator has not access to the Items with his “administrator” account.




Manager

A Manager in Teampass is a super user that can:


	manage Folders (creation, modification and deletion) associated to the Groups he has

	manage Users (modification and deletion) on which he is defined as “main administrator”

	of course, deal with Items



A Manager could be a Team leader.




Human Resources

A Human Resources Manager in Teampass has the same rights as a Manager but he can manage all Users independately of his/hers group.

Notice that he will be also promoted to Manager role, and that he will not be able to edit existing administrators.




User

A User is a normal Teampass user which deal with Items the way defined by Administrator and Manager.






Access to Users Management page

Access to the Users Management page.

[image: Screenshot]




Add a new User

Click the icon Add a User

[image: Screenshot]

And fill in the form

[image: Screenshot]

About the form:


	Name, Last name and Login need to be filled in.

	The Password is the one the User will need to use to get connected to Teampass.

	Email is used to some specific feature of Teampass.

	User is administrated by setting is important. By default, Administrators will manage the Users, but you can also decide that this management could be delegated to the Manager of a Role. In this case, select the Role manager.

	Next 3 settings Is admin, Is Manager and Is read only are related the permission of the User inside Teampass.

	If Personal folder is ticked, then the Personal Folder for this User will be created.

	If Create folder and role for *** is ticked, then you can imagine what will happen.



The new User is now added to the list.

[image: Screenshot]

You now need to associate this new User to Groups. Click on the Edit icon at the left of the User.

[image: Screenshot]

Perform the change you want on this User using the opening dialogbox.

[image: Screenshot]

With:


	Groups field permits you to select the Groups this user is related to

	Managed by field permits you to select what Manager (or Administrator) will manage this user.

	Allowed Folders field permits you to select Folders on which the User will have access even if not allowed with the Groups he is associated to (see next chapter for more explanations)

	Allowed Folders field permits you to select Folders on which the User will NOT have access even if the Groups he is associated to allows them (see next chapter for more explanations)






Allowed and Forbidden Folders

Each user is associated to Groups. So it means, he/she can access to the Folders defined through the Group.

Nevertheless you can decide to allow this User to access other Folders than the one allowed by the Group.
For this, you need to use setting Allowed Folders.

You can also decide to restrict the access to some Folders using the setting Forbidden Folders.

This should be very rare and for specific case. If it is regularly used, you should think about arranging your Roles.








Lock and Delete a User

For some reason, you could need to lock a User. This will prevent the User to get connected to Teampass.

[image: Screenshot]

When a user is locked, a specific red icon appears at the left.

[image: Screenshot]

You can only delete a User that has been previously locked. For this, tick the corresponding checkbox and save.

[image: Screenshot]

To unlock a locked User, tick the corresponding checkbox and save.

[image: Screenshot]




Change the User role

You can change the User level by using the selectors.

[image: Screenshot]

The Users Levels are:


	Is Admin: tick (1) to change the User to Administrator

	Is Manager: tick (2) to change the User to Manager

	Is Read Only: tick (3) to change the User to become Read Only

	Is Human Resources: tick (4) to change the User to Human Resources Manager






Special actions

Using the selectors, you can also perform quickly the next action on a User.

[image: Screenshot]


	Allow to create folders on Root level

	Enable or not Personal Folders

	Change the Password

	Change the Email

	See the Log







          

      

      

    

  

    
      
          
            
  
Add a new Folder

To be written




Edit a Folder

To be written




Move a Folder

To be written




Delete a Folder

To be written




Copy a Folder

To be written





          

      

      

    

  

    
      
          
            
  
Authentication

In order to access Teampass Items, a User has to be allowed to get connected. A User is authenticated through the usage of a Login and a Password.

The Password is encrypted in the database using Crypt feature which generates a hashed string using the standard Unix DES-based algorithm. The Salt used to generate this hash is obtained randomly with openssl_random_pseudo_bytes function.

It can be securized through usage of dedicated options defined here below.




Normal access

As written previously, the initial level of authenication relies on the couple Login and a Password. This means that the user needs to indicate his credentials to get connected.

Notice that 3 wrong attempts will disable the login feature during a period of 10 seconds.








Securize login with Google Two-Factors

An option permits to enable Google Two-Factors to complete the initial login process.

Google two-factor authentication enhances logon security. When logging in, a QR code is displayed, which must be scanned into the user’s Google Authentication app to receive a one-time password.

This requires all users to have Google authentication aplication on an Internet-connected mobile device.








Securize login with DUOSecurity


About DUOSecurity

DUOSecurity is a 2 factor authentication tool securizing any kind of tool requiring a usser authentication. It protects every account with ease.

For complete description, you should refer to DUOSecurity.com website.




How does it work with Teampass?

Once enabled, this feature will require you to synchronize the accounts in Teampass and DUOSecurity. Each Teampass user login needs to have a similar input inside DUOSecurity.

When a Teampass user will require an access to Teampass, DUOSecurity will check if he/she is allowed to access and he/she will need to confirm the access through a dedicated and personal device (check the authentication methods [https://www.duosecurity.com/product/methods]). If DUOSecurity confirms the legitimity of the user, then Teampass will allow the user to get connected.




Define a specific application for your Teampass instance

How to create the DUOSecurity application for your Teampass instance.


	Get connected to your DUOSecurity dashboard

	Select Applications in the menu

	Click button Protect an Application

	In the list, select Web SDK and click Protect this application

	Give a name to this application (example: Teampass)

	The next settings could be selected:
	Username normalization set to none

	New user policy set to Require Enrollment





	Click button Save changes



Store the IKEY, SKEY and Host. You will need them in Teampass.




Create the users

Inside the DUOSecurity interface select the Users menu and create a new user for each user you have in Teampass.

You must ensure that the speling is exactly similar.








Enable DUOSecurity in Teampass


	Login in Teampass with an Administrator account.

	Open Settings page

	Select tab 2FA options

	Enable DuoSecurity by selecting option Yes

	Generate a random key for AKEY

	Fill in IKEY, SKEY and HOST with the credentials from the application you previously created in DUOSecurity dashboard.

	Click button Save data in sk.php file



Now your users will have to connect by indicating their login and password, and through DUOSecurity (and especially DuoPush feature) to get authenticated in Teampass.






Securize login with AGSES

agses.net [https://agses.net/]


Introduced in 2.1.27



Configure AGSES at Teampass level


	Login in Teampass with an Administrator account.

	Open Settings page

	Select tab 2FA options

	Enable AGSES by selecting option Yes

	Fill in URL, ID and API KEY with the credentials received from AGSES.

	Click button Save AGSES settings



[image: Screenshot]




User first loggin with AGSES Card enabled

Once enabled, any user will need his AGSES Card to get authenticated in Teampass.

If it is the first time the user get usage of his AGSES Card, a field asks him to enter his AGSES Card ID.

[image: Screenshot]

Then go to next step.




User login


	Enter your login

	Use the AGSES Card to read theflicker code

	Enter the code from the AGSES Card

	Click Enter



[image: Screenshot]


Notice that you need to validate your code in a couple of seconds.





Changing the user AGSES Card ID

If you need to change your AGSES Card ID, open your profile and change it.

[image: Screenshot]







          

      

      

    

  

    
      
          
            
  
Offline mode

Teampass can be be used in an Offline mode. In such case, it is only a Read-only mode.

Considere the Offline mode as an export of Items inside an HTML page which can be used through any kind of web-browser.

The exported Items are encrypted using a passkey given by the User.








Special option

The Offline mode is not enabled by default. It needs to be enabled and a minimum complexity for the passkey defined.

[image: Screenshot]


Procedure

On the Items page, click the Tree menu button

[image: Screenshot]

Now select the Folders you want to export and the salt. Then press the button Generate Offline mode file.

[image: Screenshot]

The export is on-going. Please wait until Download file message appear. Notice that this sequence could take time.

Download the file and store it.




Using the Off-line mode

Just open the downloaded file with your web browser. In the page, enter the salt you used for exporting.

[image: Screenshot]

The passwords are encrypted and you need to click on decrypt link to display the password itself. Once shown, you need to click on link Hide to hide the password. You can hide in one shot all the visible passwords by clicking on button Hide all.







          

      

      

    

  

    
      
          
            
  
Data encryption in Teampass

Encryption is performed on passwords and custom fields. In other words the password string stored by the users are encrypted in database and cannot be discovered.
All other fields are in clear text in the database.




Strategy used

Encryption is performed using Cipher AES with a 128 bits block size relying on Cipher Block Chaining (CBC). This technic uses:


	an Initialization Vector (IV) which is generated for each new encryption

	a saltkey which is defined by the Administrator of Teampass (and asked during installation) for all public Items. Notice that if you are using Personal Folders then each Teampass user defines his own saltkey.



This guarantees that each cleartext string is encrypted and stored with a different message (even if the stored cleartext strings are the same). So the database never contains the same encrypted string.

A lot of very interesting webpages exist on this topic that explain how encryption works much better than I could do.




Consequences

Based on this encryption mode, each password is stored in the database in 2 separate fields. Field string receives the password encrypted with the saltkey stored inside field IV.

As said before, the encrypted string is the result of the encryption operation made with the saltkey and the generated IV. And those 2 keys are needed to decrypt the string.

In Teampass, the main saltkey used for items created in public folders is stored in a text file. During the installation, it is expected to indicate the path where this file will be stored.
The advice is to store it outside the WWW domain of your server.

This advice is very important. Indeed if a hacker gets access to your database, he will not be able to decrypt the passwords as the saltkey is not accessible.




The special case of Personal Items

It is important to know that if a User looses his personal saltkey there is no possibility to restore his own personal items. The associated passwords will be lost.





          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
Items

The main page is the one the users will access and handle the Items.

[image: Screenshot]

The main screen is devided in 3 main parts. Each of those parts has its own sub menu which allows to perform specific actions on Folders and Items.




Folders tree

The Folders Tree shows the folders the user is allowed to see and access.


Click a Folder to see the related Items.


Clicking the Folders Menu brings up a list of possible actions. The actions list is depending on the enabled options.

[image: Screenshot]




Items list

Contains the Items stored in the selected Folder. The list shows the Item label and the Description. For each Item, small icons are displayed permitting to quickly perform actions on the items such as copying in clipboard Password and Login (if enabled).

[image: Screenshot]

If allowed to, the user can make a drag and drop to move the Item to another folder.




Item details

Displays the details for the selected Items.

[image: Screenshot]

The Item detail area permits the user to see all data related to an Item.




Searching Items

You can perform a search inside a specific page.

[image: Screenshot]

The Items are shown in a table format in which you can perform a search using a criteria. This criteria performs the search inside several fields.

[image: Screenshot]




Attach files to Item

You can attach files to your item. In case it is an image, Teampass displays it through a Viewer.

[image: Screenshot]

To attach files,


	select tab Files & Images



[image: Screenshot]


	Click Select and select the files to attach

	Click Start file upload to upload the selected files.



[image: Screenshot]


	Now save



Several options can be defined by Administrator to fit security rules.
It is possible to:


	limit the files extension

	limit the maximum size of an attached file

	resize the image



[image: Screenshot]




Delete an Item

You can delete an Item. To do so:


	select the Item

	do a click on the top Item menu button

	select “Delete item”



[image: Screenshot]


	confirm deletion



[image: Screenshot]


A Deleted item is only disabled and not deleted from the database. It is possible to restore it unless it has been purged.





Restore an Item

A deleted item can be either restore back to its previous position, either purged away.

To do so:


	be logged as a Manager or Administrator

	select Utilities view



[image: Screenshot]


	select tab Deletion

	select the Items to Restore or Delete

	click button corresponding to your choice



[image: Screenshot]


If you decide to Delete, the selected Items will be purged from the database.



If you decide to Restore, the selected items will be restored at their previous position.





Mass move & delete

[Introduced in 2.1.27]

Mass operation permits to select a set of Items and perform a common action on them. Currently, you may either Move or Delete a selection of Items.

This feature is only allowed if the setting Allow user to perform massive move and delete operations is set to Yes.

Performing mass operation is possible from the page called Find.

[image: Screenshot]

When the user has the right to either move or delete an item, a checkbox is added in front of its label.

[image: Screenshot]

You may select as many items you want.

Using the icons, you can decide to launch the action you want.

[image: Screenshot]


Moving items

Select the destination folder and click on OK button.

[image: Screenshot]

Wait until the dialogbox is closed.




Deleting items

Confirm the deletion by clicking on OK button.

[image: Screenshot]

Wait until the dialogbox is closed.






Suggest an Item change

[Introduced in 2.1.27]

Suggesting a change on an existing item is possible. The user may suggest a change for Label, Password, Login, Email and Url.


Making a change proposal

Select the Item on which the change proposal has to be made

[image: Screenshot]

Change the fields you are interested in. You may also add a comment that will help the Manager to know the context of the proposal.

[image: Screenshot]

Click to confirm your proposal. An email is sent to the Managers to warn about a new proposal.




Approving / Rejecting a change proposal

Once created, the change proposal is stored in database. When the user is a Manager, he will be warned by the blinking icon.

[image: Screenshot]

Click to open the Suggestion view and click the tab Change proposals

[image: Screenshot]

This shows all on-going change proposals that are still pending.
Click the icon to open the details about the change proposal.

The dialog-box shows the current values in the fields for the Item, and the proposed one.
The Manager can Approve or Reject using the buttons.

[image: Screenshot]

Notice that the Manager can decide the fields to be updated. Meaning that the user may propose a change on fieds Login and Email, and the Manager can only accept the Login change.
To do so, click on the Green tick to cancel the field change.

[image: Screenshot]

All changes are logged into the Item history.







          

      

      

    

  

    
      
          
            
  
Automatic password change on remote server

This feature permits to change the password of a remote server (only Linux) using an SSH connection. It is enabled through the Settings page.




Principles

It works as described below.


	Based upon field url starting with prefix ssh://, the script knows what server to connect to.

	Based upon fields login and password, the script knows what credentials to use to update the remote server.






Steps to proceed with

In order to activate the change of password directly on the related server, you need to follow next steps:


	Display the details of the Item in Teampass

	Select option Update server's password



[image: Screenshot]


	A new dialogbox will be displayed

	You can select either One shot change or scheduled change

	Enter the credentials to permit the Teampass script to get authorize through SSH

	Launch the change



[image: Screenshot]

[image: Screenshot]




What will happen?

Teampass will perform next things:


	Get connected to the remote server through SSH

	Generate a new automatic complexe password (if you decided to go on with automatic mode)

	Launch a linux command to change the password of the user

	Close SSH connection

	Store the new password in database (if you decided to go on with automatic mode)







          

      

      

    

  

    
      
          
            
  
Definition

Custom Fields is a feature permitting to define your own fields. With the high level of customization, you  can define the exact configuration that fits your needs.

The Custom Fields are created inside Custom Category which are associated to Folders.

As an example, consider a Folder called “Credit Cards”. You may want to create a Custom Category called Credit Cards including 2 Custom Fields called PIN and Expiration date.
Based on this, the 2 Custom Fields will be displayed for each Item stored in the folder Credit Cards.




Administration

Custom Fields is a feature that needs to be enabled before being used. For this,


	open Settings page



	select tab Options



	enable option Custom item fields enabled

Notice that you can create Custom Categories and Fields even if the option is not enabled. The option only impact the display of those categories.








GUI

The GUI is made of 2 zones.

[image: Screenshot]

The first one shows a Tree made of the Categories and the related Fields.

The second one is dedicated for Categories management (with specific actions).




Add a new Category

Enter the label of Category and click Add Category button.
This new Category will be added in the Tree in alphabetic order.




Rename and Delete

Those 2 actions are performed the same way. Do:


	select the Category (its name should be added in the text box),



	modify the label (in case of a renaming action),



	click the button corresponding to your action

Notice that when deleting a Category, all attached Fields are deleted, as all the values in the Database related the Items.








Move a Field

You can decide to move the Fields from one Category to another. Do:


	select the Category (its name should be added in the text box),

	select the Category target (with the drop list),

	click the button.






Organize the Categories

You can decide to organize the Categories in a customer order. For this use the small text box in front of the label and enter a number.
The Categories will be sorted by number as primary criteria and by alphabetic as second criteria.




Associate a Folder to a Category

You need to relate the Category to Folders. for this,


	use the Tree

	click the icon Associated folders

	select the Folders you want (multiple selection is possible)

	click OK button to confirm



The Folders are now associated to the select Category.




Manage Fields

The Fields are managed through the bottom box.

The exact same feature described above are valid for Fields. The unique difference concerns the Field creation.




Add a new Field

Adding a new field in a Category is performed as this:


	use the Tree,

	spot the Category you want to improve,

	click the icon +,

	enter the label of the field,

	confirm with the button






Field data encryption

By default, the data inside the Fields are encrypted.

You may disable encryption using the key symbol in front of the field definition.

[image: Screenshot]




Information

Notice that when creating a new sub-folder of a Folder that is associated to Custom Fields categories, this new folder will inherit of those categories.





          

      

      

    

  

    
      
          
            
  
Suggestion System

Suggestion System provides the ability to Read-Only users to suggest new Items or modification of existing ones.




Administration - Enabling Suggestion System feature

Suggestion System is disabled by default.

In order to be activated it, an Administrator needs to enable the feature through the Teampass Settings page.

[image: Screenshot]




Description

As shown in next screen-capture, accessing to Suggestion System page is done using a specific Icon in the top menu bar.

[image: Screenshot]


This icon is only available for Read-Only, Manager and Administrator users.





Main page

It is a classical table view that permits to quickly identify the existing suggestion and to create new suggestions.

[image: Screenshot]




Adding a Suggestion

New Suggestion is done using the Add Button.
The Suggestion definition is done through the next form.

[image: Screenshot]

The next fields are used:


	Label is the Item label

	Description is the Item Description

	Folder indicates in what folder the Suggestion should be added

	Password is the Item Password

	Comment permits the originator of the Suggestion to give some inputs to the Validator






Suggesting a modification of an existing Item

If the read-only user wants to suggest a modification, it is mandatory to:


	Use the exact label of the existing Item

	Select the exact folder where the existing Item is stored



Indeed, when a Suggestion is validated, Teampass checks if an existing Item already exist by using those 2 fields.




Validate a Suggestion

Only a Manager or an Administrator can validate a Suggestion.

For this use the thumb up icon in front of the Suggestion you want to validate and to confirm your choice.

[image: Screenshot]




Delete a Suggestion

Only a Manager or an Administrator can delete a Suggestion.

For this use the thumb down icon in front of the Suggestion you want to delete and to confirm your choice.

[image: Screenshot]





          

      

      

    

  

    
      
          
            
  
Install Teampass on a Windows server

In order to install TeamPass on a Windows server, you need to first have an Apache server with MySql and PHP.
You can either install each of those components one by one, or directly use a full ‘All in One’ package such as Xampp, WampServer, etc.

In this case, we are using WampServer.








Install your Apache server


	Download the last version of WampServer

	Launch installation (you can follow installation directly from the Help page of the editor)

	Once installed, start your server and you should see the wampserver icon in green. As shown in next screen capture.






Activate PHP extensions


	Do a click on the WampServer icon

	In the dialogbox, select PHP > PHP extensions and enable each of the next extensions:
	mcrypt

	mbstring

	openssl

	bcmath

	iconv

	gd

	mysqli_fetch_all

	xml








Set MySQL database Administrator


	Open PhpMyAdmin (click on the WampServer icon and select PhpMyAdmin)

	In the ‘Create new database’ section, enter your database name (for example teampass) and select UTF8_general_ci as collation.

	Click on Create button



#Set MySQL database Administrator

We’ll now create a specific Administrator to this database


	Click on ‘localhost’ in order to get back to home page

	Select ‘Privileges’ tab

	Click on ‘Add a new user’ link

	Enter the login information (I suggest to create a user teampass_admin for better understanding of what is this user)

	Do not give any rights/privileges at this level of the user creation

	Click on ‘Go’ button



Now it’s time to set some privileges to this user.


	From Home page, click on Privileges tab

	Click on ‘Edit privileges’ button corresponding to the teampass_admin user

	Click on ‘Check All’ link
wampserver_green
Create database
Edit privileges of user
Set privileges to user

	Validate by clicking on button Go








Upload files


	Download TeamPass package

	Unzip it in a temporary folder

	If your installation is a local one, copy the folder TeamPass in folder <wampserver_installation_path>/www. If it is a remote server, use your FTP software to upload the TeamPass folder in html_public folder






Ready to install TeamPass


	With your favorite web browser, get to http://<your_teampass_url>

	Follow instruction given by the installation script







          

      

      

    

  

    
      
          
            
  __Valid since 2.1.27 release


Upgrade Teampass to a new release

It is recommended to install the latest Teampass release.






Upgrade protocol

The next described protocol is a recommended one.


	Start by creating a dump of your database

	Rename the current Teampass folder (example: Teampass_old)

	Download lastest package on your server,

	Unzip package into Teampass folder (could be another name),

	Copy from Teampass_old to Teampass folder:
	the file /includes/config/settings.php

	the file /includes/config/tp.config.php

	the folders backups, files and upload





	Enter url http://your_domain/teampass/install/upgrade.php

	Now follow the upgrade pages






Step 1

It’s an introduction page with some recommendations.

Get logged using an Administrator account.




Step 2

Some server checks are performed based upon the path. Please check that the path is correct before starting.




Step 3

This page loads the database credentials from the file /includes/config/settings.php.
If you have performed changes, you need to edit this file priori to continue this step.

If a previous upgrade didn’t stored the saltky inside the database, a fieldset will appears asking you to enter it inside a specific password field.


You need to write the saltkey that is inside the sk.php file.





Step 4

This step permits the database update.




Step 5

This step updates configuration files




Done

Once the previous steps are done, Teampass is now upgraded.





          

      

      

    

  

    
      
          
            
  
Setup Teampass

Once Teampass is installed on your server, you need to go through some steps in order to setup Teampass and permit users to take advantage of this tool.






Pre-requisite

Teampasshas to be installed on a server, and you require the admin account.




Create Folders

The first step is to create Folders in which the Items will be added.
Those folders have to be organized in a logical way that fits your needs.

Refer to page Manage Folders.




Create Groups

The second step consists in two activities:


	create Groups in which your Users will be added

	set the access rights of Groups versus Folders



Refer to page Manage Groups.




Create Users

The third step consists in creating Users that will use Teampass.

You need to think about a global strategy relating the Folders, Groups and Users level.

Refer to page Manage Users.




Administrator account

Remember that an Administrator has no access to Items.





In order to test your set-up, it is recommended to create a dummy account user which you will use to test your Teampass configuration.

If for any reason, you want an Administrator to have access to Items and becoming a normal user, then you need to do the next change.


	Open file include.php in folder /includes/config/

	Change sentence $k['admin_full_right'] = true; to $k['admin_full_right'] = false;



Nevertheless, it is not a recommended way to do because the Administrator is in this case able to access any Items because he/she has access to all Rights configuration.





          

      

      

    

  

    
      
          
            
  
Install Teampass on a Linux server

Easiest way to install Teampass is to install LAMP dedicated to the Linux distribution you have. Refer to all the good tutorials existing to install Apache, MySQL (or MariaDB) and PHP.




Install PHP extensions

Ensure to install the expected extensions required by Teampass:


	mcrypt

	mbstring

	openssl

	bcmath

	iconv

	gd

	mysqli_fetch_all

	xml






Prepare Database


	Open PhpMyAdmin

	Select tab called Databases

	In the Create new database section, enter your database name (for example teampass) and select UTF8_general_ci as collation.

	Click on Create button






Get TeamPass


	Once your Apache server is running, download TeamPass.



	Unzip the file into your localhost folder (by default it is /opt/lampp/htdocs) using command unzip teampass.zip -d /opt/lampp/htdocs.

In case of Centos, the default folder is /var/html/www.








Set MySQL database Administrator

We will now create a specific Administrator to this database


	Click on localhost in order to get back to home page

	Select Privileges tab

	Click on Add a new user link

	Enter the login information (I suggest to create a user teampass_admin for better understanding of what is this user)

	Do not give any rights/privileges at this level of the user creation

	Click on Go button



Now it’s time to set some privileges to this user.


	From Home page, click on Privileges tab

	Click on Edit privileges button corresponding to the teampass_admin user

	Click on Check All link

	Validate by clicking on button Go






Set CHMOD on folders


	Open your terminal

	Point to htdocs folder cd /opt/lampp/htdcos)

	Enter commands



chmod -R 0777 teampass/includes/config
chmod -R 0777 teampass/includes/avatars
chmod -R 0777 teampass/includes/libraries/csrfp/libs
chmod -R 0777 teampass/includes/libraries/csrfp/log
chmod -R 0777 teampass/includes/libraries/csrfp/js
chmod -R 0777 teampass/backups
chmod -R 0777 teampass/files
chmod -R 0777 teampass/install
chmod -R 0777 teampass/upload








Install TeamPass

Using your Browser, go to http://localhost/teampass or your specific domain, and follow the several steps

Once installation is finished, you can use TeamPass on your Linux server.





          

      

      

    

  

    
      
          
            
  
Overview

The Teampass API permits an access to Teampass databse from a third party application.

The call is performed with a GET query and sends back the data at json format.

This page describes how to write data.

"Note:" In this page, <valid api key> is the API key you received from your administrator.








Add new Item

Adding a new Item is done through URL:

<url to teampass>/api/index.php/add/item/<label>;<password>;<description>;<folder id>;<login>;<email>;<url>;<tags>;<any one can modify>?apikey=<valid api key>





<label>;<password>;<description>;<folder id>;<login>;<email>;<url>;<tags>;<any one can modify> send as a base64 encoding string.
The separator symbol is the semi-column ;.

Some limitations:


	tags field can be used for multiple tags and they need to be separated by a space.

	any one can modify is a boolean and accepts value 1 for TRUE and value 0 for FALSE.



Notice that if a similar Label exists, the add request will fail.

The answer sent back looks like this:

{
    "status" : "item added",
    "new_item_id" : "54"
}








Update an Item

Updating an existing Item is done through URL:

<url to teampass>/api/index.php/update/item/<item_id>/<label>;<password>;<description>;<folder_id>;<login>;<email>;<url>;<tags>;<any one can modify>?apikey=<valid api key>





With <label>;<password>;<description>;<folder_id>;<login>;<email>;<url>;<tags>;<any one can modify> send as a base64 encoding string.
The separator symbol is the semi-column ;.

Example:

<url to teampass>/api/index.php/update/item/2/TW90b3JvbGEuY29tO01vdG9yb2xhLmNvbTtNb3Rvcm9sYSBjdXN0b21lciBwb3J0YWw7MjtKZWFuLVBhdWw7anAubWF1cmljZUBnbWFpbC5jb207aHR0cHM6Ly93d3cubW90b3JvbGEuY29tO3Rlc3QgbW90b3JvbGEgcG9ydGFsIGN1c3RvbWVyOzA?apikey=eevu1Aed0aiN4Phee9xaeshu2athool3iek2ahy





where the base64 encoded string is made of Motorola.com;Motorola.com;Motorola customer portal;2;Jean-Paul;jp.maurice@gmail.com;https://www.motorola.com;test motorola portal customer;0.




Delete an Item

Deleting an Item is done through URL:

<url to teampass>/api/index.php/delete/item/<item_id1>;<item_id2>?apikey=<valid api key>





The separator symbol is the semi-column ;.

The answer would be OK if succeeded or the error if failed.




Add new Folder

Adding a new Folder is done through URL:

<url to teampass>/api/index.php/add/folder/<title>;<complexity_level>;<parent_id>;<renewal_period>;<personal>?apikey=<valid api key>





With:


	<title>;<complexity_level>;<parent_id>;<renewal_period>;<personal> send as a base64 encoding string.
The separator symbol is the semi-column ;.

	<complexity_level> is selected between the next values [0, 25, 50, 60, 70, 80, 90]

	<personal> takes 0 if public. It takes 1 if it is a personal folder, and in this case <title> must be <user_id>.

	<parent_id> takes 0 if it is root level.




Notice that Users will not have access to this new folder. It will be requested to set the expected access rights on it.


The answer sent back looks like this:

{
    "status" : "folder created",
    "new_folder_id" : "54"
}








Update a Folder

Updating an existing Folder is done through URL:

<url to teampass>/api/index.php/update/folder/<folder_id>/<title>;<complexity_level>;<renewal_period>?apikey=<valid api key>





With:


	<title>;<complexity_level>;<renewal_period> send as a base64 encoding string. The separator symbol is the semi-column ;.

	<complexity_level> is selected between the next values [0, 25, 50, 60, 70, 80, 90]






Delete a Folder

Deleting a Folder is done through URL:

<url to teampass>/api/index.php/delete/folder/<folder_id1>;<folder_id2>?apikey=<valid api key>





The separator symbol is the semi-column ;.

The answer would be OK if succeeded or the error if failed.





          

      

      

    

  

    
      
          
            
  
Miscellaneous

This page describes some interesting services provided by the API.






Authentication credentials for a web page

The API returns the LOGIN and PASSWORD based upon an URL sent in entry.

<url to teampass>/api/index.php/auth/<PROTOCOL>/<URL>/<user login>/<user password>?apikey=<VALID API KEY>





With:


	< PROTOCOL > : is the protocol used for the URL (example: http|https|ftp|...)

	< URL > : is the URL without the protocol (example: http://www.teampass.net becomes www.teampass.net)

	< user login > : user’s login

	< user password > : user clear password

	< VALID API KEY > : api key for access validation



Example: https://127.0.0.1/teampass/api/index.php/auth/http/www.zadig-tge.adp.com/U1/test?apikey=chahthait5Aidood6johh6Avufieb6ohpaixain





The format sent back is JSON.
If several entries exist for one URL then all possibilities will be sent back.

Example: {
    "<item_id>":{
        "label":"<pass#1>",
        "login":"<login#1>",
        "pw":"<pwd#1>"
    },
    "<item_id>":{
        "label":"<pass#2>",
        "login":"<login#2>",
        "pw":"<pwd#2>"
    }
}








Add new User

Adding a new User is done through URL:

<url to teampass>/api/index.php/add/user/<LOGIN>;<NAME>;<LASTNAME>;<PASSWORD>;<EMAIL>;<ADMINISTRATEDBY>;<READ_ONLY>;<ROLE1,ROLE2,...>;<IS_ADMIN>;<ISMANAGER>;<PERSONAL_FOLDER>?apikey=<VALID API KEY>





<LOGIN>;<NAME>;<LASTNAME>;<PASSWORD>;<EMAIL>;<ADMINISTRATEDBY>;<READ_ONLY>;<ROLE1,ROLE2,...>;<IS_ADMIN>;<ISMANAGER>;<PERSONAL_FOLDER> has to be sent as a base64 encoded string. The separator symbol is the comma ;.

Some limitations:


	ADMINISTRATEDBY, READ_ONLY, IS_ADMIN, ISMANAGER, PERSONAL_FOLDER are boolean and accept value 1 for TRUE and value 0 for FALSE.






Generate a password

Generating a new password is done through URL:

<url to teampass>/api/index.php/new_password/<size>;<secure>;<numerals>;<capitalize>;<ambiguous>;<symbols>;<base64 encoded string>?apikey=<VALID API KEY>





With:


	<size> an integer taken from 4 to 50

	<secure> takes 1 if secure password is expected, else it takes 0

	<numerals> takes 1 if password can contain numerals, else it takes 0

	<capitalize> takes 1 if password can contain capitalize letters, else it takes 0

	<ambiguous> takes 1 if password can contain ambiguous letters, else it takes 0

	<symbols> takes 1 if password can contain symbols, else it takes 0

	<base64 encoded string> takes 1 if you want the password to be sent back in base64 encoding string. This is mandatory if you ask for symbols.



The format sent back is JSON.

Example: {"password" : "Chohcee7phahTooThoh"}





If symbols are asked then password is base64 encoded

Example: {"password" : "Y3VlM0hhaHlhaDlvaWomYWU0bw=="}








Get the list of Complexicity levels

The list is sent back through URL:

<url to teampass>/api/index.php/info/complexicity_levels_list?apikey=<VALID API KEY>





The format sent back is JSON.

{
  "0": "Very weak",
  "25": "Weak",
  "50": "Medium",
  "60": "Strong",
  "70": "Very strong",
  "80": "Heavy",
  "90": "Very heavy"
}








Return Folder information

The Folder information are obtain through URL:

<url to teampass>/api/index.php/info/folder/<folder_id>?apikey=<VALID API KEY>





The format sent back is JSON.

{
  "title": "Sub folder name",
  "personal_folder": "0",
  "renewal_period": "0",
  "parent_id": "1",
  "path": "Folder #1 > Sub folder name"
}








API version

Get API version through URL:

<url to teampass>/api/index.php/info/version?apikey=<VALID API KEY>





The format sent back is JSON.

{
  "api-version": "2.0"
}









          

      

      

    

  

    
      
          
            
  
Overview

The Teampass API permits an access to Teampass database from a third party application.

The call is performed with a GET query and sends back the data at json format.

This page describes how to read data.


In this page, <valid api key> is the API key you received from your administrator.





Read Folders

Reading the content of one or several Folders is performed by accessing the URL

<url to teampass>/api/index.php/read/folder/<folder id>?apikey=<valid api key>





or

<url to teampass>/api/index.php/read/folder/<folder id1>;<folder id2>;<folder id3>?apikey=<valid api key>





With


	<folder id> is the folder ID

	The separator symbol is the semi-column ;



The format sent back is JSON.

{
  {
    "id": "16",
    "label": "Yahoo mail",
    "description": "Yahoo webmail",
    "login": "Itsme",
    "email": "itsme@yahoo.com",
    "url": "https://mail.yahoo.com",
    "pw": ",\"7@Y6^gC[",
    "folder_id": "5",
    "path": "Folder #1 > Sub folder name"
  }
}








Read specific Items

To get the information about one specific Item, use URL

<url to teampass>/api/index.php/read/items/<item id1>;<item id2>;<item id3>?apikey=<valid api key>





The separator symbol is the semi-column ;.

With


	<item idX> is the item ID



The format sent back is JSON.

{
  {
    "id": "3",
    "label": "yahoo",
    "description": "",
    "login": "nils@yahoo.fr",
    "email": "nils@yahoo.fr",
    "url": "https://login.yahoo.com/",
    "pw": "9&EzzpM90@d7",
    "folder_id": "2",
    "path": "F2 - my new folder"
  },
  {
    "id": "20",
    "label": "Webdealauto",
    "description": "Imported with Teampass-Connect",
    "login": "nils@yahoo.fr",
    "email": "",
    "url": "http://www.webdealauto.com/fr",
    "pw": "odO@s'23E",
    "folder_id": "23",
    "path": "teampass-connect"
  }
}








Read user’s items

To get all the items a user is allowed to access, use URL

<url to teampass>/api/index.php/read/userpw/<user's login>?apikey=<valid api key>





The format sent back is JSON.

{
  "1": {
    "id": "1",
    "label": "DNS server",
    "description": "For all DNS management",
    "login": "Admin",
    "email": "admin@dns.fr",
    "url": "http://mydns.fr",
    "pw": "Ud9r^ G7",
    "folder_id": "1",
    "path": "Folder #1"
  },
  "5": {
    "id": "5",
    "label": "Motorola.com",
    "description": "Motorola customer portal",
    "login": "Jean-Paul",
    "email": "jp.maurice@gmail.com",
    "url": "https://www.motorola.com",
    "pw": "Motorola.com",
    "folder_id": "2",
    "path": "F2 - my new folder"
  }
}








Read user’s folders

To get all the folders a user is allowed to access, use URL

<url to teampass>/api/index.php/read/userfolders/<user's login>?apikey=<valid api key>





The format sent back is JSON.

{
  "2": {
    "id": "2",
    "title": "My new folder",
    "level": "1",
    "access_type": "NDNE"
  },
  "5": {
    "id": "5",
    "title": "Sub folder name",
    "level": "2",
    "access_type": "W"
  },
  "22": {
    "id": "22",
    "title": "A very long folder name",
    "level": "2",
    "access_type": "W"
  }
}








Find items

Search for items is performed with  URL

<url to teampass>/api/index.php/find/item/<folder id1>;<folder id2>/<searched string>?apikey=<valid api key>





The separator symbol is the semi-column ;.

With


	<folder idx> is the folder ID

	<searched string> is the string searched



The answer would be

{
  {
    "id": "3",
    "label": "yahoo",
    "description": "",
    "login": "nils@yahoo.fr",
    "email": "nils@yahoo.fr",
    "url": "https://login.yahoo.com/",
    "pw": "Po9_T5rte3",
    "folder_id": "2",
    "path": "F2 - my new folder",
    "status": "OK"
  },
  {
    "id": "13",
    "label": "Yaho test",
    "description": "Imported with Teampass-Connect",
    "login": "plouf",
    "email": "",
    "url": "https://login.yahoo.com/",
    "pw": "978qsd",
    "folder_id": "23",
    "path": "teampass-connect",
    "status": "OK"
  }
}









          

      

      

    

  

    
      
          
            
  
Teampas-Connect

Documentation for Teampass-Connect.




Overview

Teampass-Connect ...
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